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[Question 1] (2 points)
Suppose you were hired by a bank company to coordinate the deployment of an access management
system to control the entrance of authorized people into the many vaults spread among different
branches. The bank directors have heard about Biometrics but are not certain about the benefits of
using it. They think using simple access cards and long passwords is as effective and much cheaper
than using a biometric system. If it is your duty to change their mind, what would you say to convince
them?

[Question 2] (2 points)
One of the bank directors is worried that he has an identical twin. He claims his brother will also be able
to enter the vaults in case he is enrolled in the biometric-based access management system. Is he
correct? What traits would you recommend the adoption considering his concern? Please justify your
answer.
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[Question 3] (2 points)
Another bank director is worried about the pandemics, the spread of germs, and the need for the use of
masks. Taking his concerns into consideration, what biometric traits and sensors would you avoid
using in the system? Please explain why, taking into consideration the characteristics of the pandemics
(it spreads when an infected person breathes out droplets containing the virus), the usage of masks, as
well as any of the concepts of universality, uniqueness, permanence, measurability, acceptability,
circumvention, and accountability, if relevant and applicable. Please analyze at least two combinations
of trait and sensor.

[Question 4] (2 points)
What biometric traits and sensors would you recommend using in the system, considering the
same concerns? Similar to question 3, please explain why. Please analyze at least two combinations
of trait and sensor.



[Question 5] (2 points)
Good job, you convinced the directors to use a biometric system. They have decided to acquire a
fingerprint-based solution and guide users to disinfect their hands before and after presenting their
fingers to the sensors. The discussion now involves (1) the need for presenting an identification card,
along with the fingerprints, or (2) simply presenting the fingerprints and letting the system find who the
person is. Which of these two situations is a case of biometric verification and which one is a case of
biometric identification? What are the pros and cons of each approach?

[Question 6] (2 points)
The directors have finally decided to adopt a biometric verification approach. They are planning to
acquire a system that uses a single-finger USB optical sensor, whose resolution is equal to 1200 ppi,
and an identification card reader. The specs say the software provides level-1, level-2, and even level-3
features. Please explain what are these level-1, level-2, and level-3 features. Considering the
biometric verification approach, which of these feature types is the less useful? Please justify your
answer.



[Question 7] (2 points)
After deciding to adopt a biometric verification approach, one of the directors was wondering if it would
be possible to extend the system usage to the case of screenings, where a blacklist with the
fingerprints of the most wanted scammers is checked every time a fingerprint is presented to the
system. Regardless of the potential function creep, are screenings closer to biometric verification
or biometric identification? Please explain your answer.

[Question 8] (2 points)
To adapt the verification system to the case of screenings, the lead software engineer of your team has
come up with the following idea: wrap up the fingerprint matching routine in a loop and compare an
eventually presented fingerprint with every fingerprint template belonging to the blacklist. The scammer
identity should be taken as the one whose template presents the largest level-2 similarity score with the
presented fingerprint. What is the major flaw in this solution? How would you fix it?



[Question 9] (2 points)
A real case of a scientific paper submitted to a conference. While proposing a novel solution for
fingerprint recognition, two authors devised an experimental setup where they have collected many
fingerprint slaps from all the fingers belonging to a large set of different people. To generate genuine
and impostor pairs, they decided to adopt the following approach: impostors pairs were generated by
pairing individual finger slaps belonging to different people, and genuine pairs were generated by
pairing individual finger slaps belonging to the same person, and to the same hand, whatever their
position (pinky, ring, middle, index, and thumb). With this configuration, they provided a ROC curve of
their solution over the collected dataset. Why was their paper a straightforward reject? Please
explain your answer.

[Question 10] (2 points)
Are the two irises below depicting the same eye? Please justify your answer by linking and naming 2-5
similar iris structures. After you’ve done this process manually, please explain why it is useful and
important to program computers to do the same task.


