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Today you will...

Get to know
Reasons to use faces for recognition.
How faces compare to fingerprints and irises.
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Why Faces?

Face recognition Is a reality

Ty, B
MaNS

Second Face ID
scan complete.

Personal devices

facebook

Who's in These Photos?

The photos you uploaded were grouped automatically so you can quickly label and notify friends in these pictures.
(Friends can always untag themselves,)

Facebook

é

People & Pets

Google Photos

* Y UNIVERSITY OF

DUL- | SPES

NOTRE DAME




Why Faces?

Market Signature
Vein 47

10%

Fingerprint
31%

Source: Mani and Nadeski, Processing solutions for biometric systems, Texas Instruments, 2015
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Why Faces?

Face recognition is an innate ability

Temporal cortex
Active In monkey’s brains
whey they are presented with faces.

Prosopagnosia

Lost ability to recognize faces

when the temporal cortex iIs damaged.
Affected folks can still recognize objects.
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Why Faces?

Wo i he? How diﬁeent from
the other one?
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Why Faces?

Who is she? How diﬁeent from
the other one?
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Why Faces?

Who is she? How diﬁernt from
the other one?
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Why Faces?
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Why Faces?

Face recognition is an innate ability

Facial Pareidolia
It Is natural for us to perceive
faces on random places.

+Du “ken —~
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Why Faces?
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Source: http://www.space.com/
17191-face-on-mars.html
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Why Faces?

Slave’s Market
Salvador Dali
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Why Faces?

Slave’s Market

Salvador Dali Perceptual

Rivalry

A

</

Voltaire’s Bust
Jean-Antoine Houdon
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Why Faces?

Perceptual
Rivalry
The Fruit Basket The Gardener
Giuseppe Arcimboldo Giuseppe Arcimboldo —— UNIVERSITY OF
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Why Faces?

Perceptual
Rivalry

The Fruit Basket The Gardener
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Fingerprints, Irises vs. Faces

3

Universality (1/8)
Does everybody have the trait?

”

Smithsonizm SUBSCRIBE  SMARTNEWS  HISTORY  SCIENCE  INGENUITY  ARTS & CULTURE ~ TRAVEL

MAGAZINE

* \ Ol https://www.cbsnews.com/pictures/
\ 7 amazing-face-transplants-graphic-images/

Adermatoglyphia: The Genetic Disorder Of
People Born Without Fingerprints

The extremely rare disease causes no problems—apart from occa-

I've got myleye on you.

sional difficulties with the authorities

=

By Joseph Stromberg
SMITHSONIANMAG.COM
JANUARY 14, 2014

r

//www.smithsonianmag.com/science-

nature/adermatoglyphia-genetic-disorder-
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The finger pads of a person with adermatoglyphia are entirely smooth. (Photo by

)

people-born-without-fingerprints-180949338/

https

Adermatoglyphia Face transplants
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Fingerprints, Irises vs. Faces

Unigueness (2/8)
How likely two or more individuals will present the same trait?

Source: John Daugman
Lecture Notes, 2018

Galton’s probability of 2 people presenting Identical twins.
the same fingerprint: 1 in 64 billion.
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Source: John Daugman
Lecture Notes, 2018

ldentical Twins?
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Source: John Daugman
Lecture Notes, 2018
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Source: John Daugman
Lecture Notes, 2018
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ldentical Twins?

Mother and daughter.
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Source: John Daugman Source: John Daugman
Lecture Notes, 2018 Lecture Notes, 2018
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Completely
unrelated
subjects.
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Fingerprints, Irises vs. Faces

Unigueness (2/8)
How likely two or more individuals will present the same trait?

Source: John Daugman
Lecture Notes, 2018

Galton’s probability of 2 people presenting Identical twins.
the same fingerprint: 1 in 64 billion.
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Fingerprints, Irises vs. Faces

Permanence (3/8)
How easily does the trait change?

CHANGING MY NEW
iIPRONE  PASSWORD.

WHAT DoNou
7 72 THINK YoU'RE
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4;{_{2; / /ma%{a%%

—

You cannot easily change your fingerprints. But your face will change.
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Fingerprints, Irises vs. Faces

Permanence (3/8)
How easily does the trait change?

Source: Lantinis
A survey of the effects of aging on biometric identity verification
Aglng International Journal of Biometrics 2(1), 2010
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Fingerprints, Irises vs. Faces

Permanence (3/8)
How easily does the trait change?

Source: Lantinis
Ag|ng A survey of the effects of aging on biometric identity verification
International Journal of Biometrics 2(1), 2010
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Fingerprints,

Permanence (3/8)
How easily does the trait change?

Aging
Will it always be a challenge?

@ BEST PRODUCTS~+ REVIEWS~ NEWS-~ VIDEO~ HOWTO~  SMART HOMI

FaceApp Challenge: Try out
the new craze for yourself

The phone app's new filter makes you look 30 years
older.

@ Katie Conner July 22, 2019 8:28 AM PDT o @

https://www.cnet.com/how-to/faceapp-challenge-try-out-
the-new-craze-for-yourself/

Irises vs. Faces
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Fingerprints, Irises vs.

Permanence (3/8)
How easily does the trait change? Madeleine McCann

Aging
Will it be useful?

5 years (real) 9 years (simulated)
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Fingerprints, Irises vs. Faces

Permanence (3/8)
How easily does the trait change?

Deliberate Changes
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Fingerprints, Irises vs. Faces

Permanence (3/8)
How easily does the trait change?

Deliberate Changes

Z4nc60YY3no

https://www.youtube.com/

watch?v
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Fingerprints, Irises vs. Faces

Permanence (3/8)
How easily does the trait change?

CHANGING MY NEW
iIPRONE  PASSWORD.

WHAT DoNou
7 72 THINK YoU'RE
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You cannot easily change your fingerprints. But your face will change.
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Fingerprints, Irises vs. Faces

Measurability (4/8)
How easy is it to acquire and digitize the trait?

https://www.youtube.com/watch?v=uQHgZNyXoBQ
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Fingerprints, Irises vs. Faces

Measurability (4/8)
How easy is it to acquire and digitize the trait?

e e e
i

Unconstrained Acquisition

-
L | 4 ’A.

https://www.nist.gov/system/files/documents/itl/iad/ig/05771424 . pdf
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Fingerprints, Irises vs. Faces

Measurability (4/8)
How easy is it to acquire and digitize the trait?

Large Intra-Class Variation
Different pose, illumination, expression, accessories (e.g.. glasses), resolution.

Hsu
Face detection and !
modeling for recognition -~
PhD Thesis, MSU, 2002. '
38
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Fingerprints, Irises vs. Faces

Acceptability (5/8)
Will individuals collaborate during data collection?

.........

e FACE-TO-FACE —
ORI TSA TESTS NEW FACIAL RECOGNITION TECHNOLOGY {r ,

https://www.youtube.com/watch?v=Qt79QAwqi80 https://www.youtube.com/watch?v=BYN4oF_bi4c
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Fingerprints, Irises vs. Faces

Acceptability (5/8)
Will individuals collaborate during data collection?

Privacy Concerns

Scarlet
Johansson

Robert
Downey Jr.
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Fingerprints, Irises vs. Faces

Acceptability (5/8)
Will individuals collaborate during data collection?

Privacy Concerns

Whose latent fingerprint is this?
Robert's or Scarlet's?

Is it the fingerprint of a man or woman?
Is it the fingerprint of a younger or older person?

- . e UNIVERSITY OF
Latent Fingerprint = NOTRE DAME




Fingerprints, Irises vs. Faces

Acceptability (5/8)
Will individuals collaborate during data collection?

Privacy Concerns

Whose face is this?
Robert's or Scarlet's?

No way it is Scarlet’s. This is a man.
No way it is Robert. This is an older man.

“Latent Face” + KE]YI“;ES[I)R‘E\,‘I’E




Fingerprints, Irises vs. Faces

Acceptability (5/8)
Will individuals collaborate during data collection?

Privacy Concerns
Which trait helps to recognize Scarlet quicker?

Latent Fingerprint “Latent Face”
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Fingerprints, Irises vs. Faces

Acceptability (5/8)
Will individuals collaborate during data collection?

Privacy Concerns
Which trait favors covert deployment?

‘“Latent Face”
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Fingerprints, Irises vs. Faces

Circumvention (6/8)
How easy can the trait be forged or imitated?

~

.

https://www.youtube.com/watch?v=KdycMYILTrO

We are not there yet!
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Fingerprints, Irises vs. Faces

Circumvention (6/8)
How easy can the trait be forged or imitated?

Limitations

= WIEER

Experience that new-car feeling.

ANDY GREENBERG SECURITY 11.14.2817 B7:88 AM

Watch a 10-Year-Old's Face
Unlock His Mom's iPhone X

Yes, twins can unlock each other's iPhones. But kids
accessing their parents' devices raises different
concerns.

https://www.wired.com/story/10-year-old-face-id-unlocks-
mothers-iphone-x/
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Fingerprints, Irises vs. Faces

Circumvention (6/8)
How easy can the trait be forged or imitated?

Attacks
Presentation Attack.

https://www.youtube.com/watch?v=BGgQ9woZQ0Og
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Fingerprints, Irises vs.

Accountability (7/8)
How easy is it for the everyman to understand the trait comparison??

’.‘ $% o o N
v :‘ <y ey "
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Jep :

LIKE A BOSS.

"""""
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T o Everybody is an expert
Same fingerprint? in face recognition.

You need to know fingerprint features. T JUNIVERSITY OF
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Performance (8/8)
How good is the trait quantitatively
according to objective metrics?

Face Recognition Improvement
Methods are improving quickly.
Benefits from deep learning.

Publication

Phillips et al.

Face recognition accuracy of
forensic examiners, superrecognizers,
and face recognition algorithmes.
PNAS, 2018

Accuracy
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Fingerprints, Irises vs. Faces

® A2017b

® A2017a

® A2016

® A2015
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Face Recognition
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A aue device
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Face Face Feature Feature ..
.. : : Decision
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query, gallery (with IDs),

acquired face, ID enhanced face, ID feature
and similarities
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Face Recognition

g . ID: John D
Identification - . \/ ohn Doe
g database

| — N 2. feature x Null: unknown
= ® .. gallery
Ol sensor 1 foature - . (with IDs) output
AL - ' device
-~ query " , A
User .
presentation ID or Null
| i
Face Face Feature Feature Decision
Acquisition Enhancement Extraction Matching

. . .

S~

query, gallery (with IDs),
and similarities

acquired face, ID enhanced face, |ID feature
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S’up Next?

Frame

Face Recognition Pipeline
Face acquisition and
face detection/localization.

http://insidenothing.blogspot.com/2018/02/face-detection-with-
opencv-and-deep.html
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