
[Question 1] (1 point) 
(...) 

Based on your understanding of biometric systems, what could the “Score” values displayed in 
debug mode represent? How would you systematically investigate and determine whether these values 
correspond to similarities or distances? Provide a detailed plan for your approach. Assume the 
biometric software is fully functional, allowing you to freely enroll, identify, and verify individuals in both 
regular and debug modes. 
 

 
 
 
[Question 2] (1 point) 
What risks arise from deploying that fingerprint recognition system in production while it remains in 
debug mode? If an attacker were to exploit this configuration, in what ways could they compromise or 
manipulate the system? Provide a detailed explanation. 
 

 



[Question 3] (1 point) 
Given the system’s “Score” values (representing either similarities or distances), how would you 
evaluate the overall performance of such a biometric solution? Specify the metrics you would report 
and the types of graphs you would generate to illustrate the results. 

 
 
 
[Question 4] (1 point) 
How would you use the “Score” values to control the trade-off between False Match Rate (FMR) and 
False Non-Match Rate (FNMR)? Given this particular application, which error would you prioritize 
reducing, and why? Explain how your choice would affect the other error rate. 

 
 



[Question 5] (1 point) 
The hospital chain's managers have decided to acquire the fingerprint recognition solution. The 
discussion now involves (1) the need for presenting an identification card, along with the fingerprints, or 
(2) simply presenting the fingerprints and letting the system find who the person is. Which approach 
represents biometric verification and which represents biometric identification? Explain the 
fundamental difference between the two alternatives and discuss one advantage and one disadvantage 
of each approach for this application. 

 
 
 
[Question 6] (1 point) 
The hospital chain's managers have finally decided to adopt a biometric verification approach. They will 
acquire a version of the system that utilizes a single-finger USB optical sensor with a resolution of 1200 
ppi, along with an identification card reader. The complete specifications state that the provided 
software supports level-1, level-2, and even level-3 features. Explain what each of these feature 
levels represents. In the context of biometric verification, which feature level is the least useful, and 
why? Please justify your answer. 

 



[Question 7] (1 point) 
After adopting the fingerprint-based access control system, one hospital director proposed extending its 
use to record employee attendance and generate work-hour reports. What potential privacy, security, or 
ethical concerns could arise from this proposed use of the biometric system? Discuss and justify your 
answer. 

 
 
 
[Question 8] (1 point) 
A hospital manager is concerned that the fingerprint recognition system may quickly become obsolete, 
since the hospital managers expect to use it and its biometric database for at least the next ten years. 
As an alternative, they are also contemplating a more expensive face recognition system, which the 
manager believes is a more advanced technology. What factors should be considered when deciding 
whether fingerprint or face is the more appropriate biometric trait for this application? Based on these 
factors, which trait would you recommend for the hospital's access-control system? Justify your 
recommendation. 

 
 



[Question 9] (1 point) 
An actual case of a scientific paper submitted to a conference. While proposing a novel machine 
learning solution for fingerprint recognition, two authors designed an experimental setup in which they 
collected multiple fingerprint slaps from all the fingers of a large set of different people. To generate 
genuine and impostor pairs, they adopted the following approach: impostor pairs were generated by 
pairing individual finger slaps from different people, while genuine pairs were generated by pairing 
finger slaps from the same hand. With this configuration, they trained their solution and provided an 
ROC curve over the collected dataset. Why was their paper a straightforward reject? Please explain 
your answer. 

 
 
[Question 10] (1 point) 
Do the two fingerprints below depict the same finger? Please justify your answer by marking, linking, 
and type-naming five or more minutiae between them. After you’ve done this process manually, please 
explain why it is useful and important to program computers to do the same task. 

 


