[Question 1] (1 point)
(...)

Based on your understanding of biometric systems, what could the “Score” values displayed in
debug mode represent? How would you systematically investigate and determine whether these values
correspond to similarities or distances? Provide a detailed plan for your approach. Assume the
biometric software is fully functional, allowing you to freely enroll, identify, and verify individuals in both
regular and debug modes.
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[Question 2] (1 point)

What risks arise from deploying that fingerprint recognition system in production while it remains in
debug mode? If an attacker were to exploit this configuration, in what ways could they compromise or
manipulate the system? Provide a detailed explanation.




[Question 3] (1 point)

Given the system’s “Score” values (representing either similarities or distances), how would you
evaluate the overall performance of such a biometric solution? Specify the metrics you would report

and the types of graphs you would generate to illustrate the results.
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[Question 4] (1 point)

How would you use the “Score” values to control the trade-off between False Match Rate (FMR) and
False Non-Match Rate (FNMR)? Given this particular application, which error would you prioritize

reducing, and why? Explain how your choice would affect the other error rate.
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[Question 5] (1 point)

The hospital chain's managers have decided to acquire the fingerprint recognition solution. The
discussion now involves (1) the need for presenting an identification card, along with the fingerprints, or
(2) simply presenting the fingerprints and letting the system find who the person is. Which approach
represents biometric verification and which represents biometric identification? Explain the
fundamental difference between the two alternatives and discuss one advantage and one disadvantage

of each approach for this application.
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[Question 6] (1 point)

The hospital chain's managers have finally decided to adopt a biometric verification approach. They will
acquire a version of the system that utilizes a single-finger USB optical sensor with a resolution of 1200
ppi, along with an identification card reader. The complete specifications state that the provided
software supports level-1, level-2, and even level-3 features. Explain what each of these feature
levels represents. In the context of biometric verification, which feature level is the least useful, and

why? Please justify your answer.

honl 1 in dedkection a{ o naled  ape Mk gives diu syskem
cluss%m,ﬁ oV . hoved D _id o ohwe He viediae iy codowdded |
HuS s When e Sycrm  patth and Goyes data - pave B i
Wi woye  dideils OK s ,Zh#cron'rd’jo deone , with _.U,&cws o,cf
s;mvbpares,ndacs, cmo(.&,&sz Scares el ke seen TS b bure
oot Livelinest ottectior . d L. wodd be he fas) wiefil
o e ynkxs ?{%@Wic V£r!//4'(dr)h , yace , flrener & not

4 gia.ssl%'mﬂon WT/KW i preglary ’HA.I. W E Disrery) ,Dr.es:on:f{//
Htre 1 o %&M with WM”?{;V qucl [rnches S




[Question 7] (1 point)

After adopting the fingerprint-based access control system, one hospital director proposed extending its
use to record employee attendance and generate work-hour reports. What potential privacy, security, or
ethical concerns could arise from this proposed use of the biometric system? Discuss and justify your
answer.

[Question 8] (1 point)

A hospital manager is concerned that the fingerprint recognition system may quickly become obsolete,
since the hospital managers expect to use it and its biometric database for at least the next ten years.
As an alternative, they are also contemplating a more expensive face recognition system, which the
manager believes is a more advanced technology. What factors should be considered when deciding
whether fingerprint or face is the more appropriate biometric trait for this application? Based on these
factors, which trait would you recommend for the hospital's access-control system? Justify your
recommendation.




[Question 9] (1 point)

An actual case of a scientific paper submitted to a conference. While proposing a novel machine
learning solution for fingerprint recognition, two authors designed an experimental setup in which they
collected multiple fingerprint slaps from all the fingers of a large set of different people. To generate
genuine and impostor pairs, they adopted the following approach: impostor pairs were generated by
pairing individual finger slaps from different people, while genuine pairs were generated by pairing
finger slaps from the same hand. With this configuration, they trained their solution and provided an
ROC curve over the collected dataset. Why was their paper a straightforward reject? Please explain
your answer.

K ey Weve only MoWing devovie palvs Yo te Saime hand and nok

e Some @\n%gv Haon e Sevwlv\e, 'm'uq Webdcally  woyld looly St au

o Hre lmpostev, becavse IF g pecions thumb end dex are compyeal
v

}'\ﬂt\f witll loola %relgvx 10 eachh otiey e Hagualn ey ave Gowa fue
\) ]
Sume havd -

[Question 10] (1 point)

Do the two fingerprints below depict the same finger? Please justify your answer by marking, linking,
and type-naming five or more minutiae between them. After you’ve done this process manually, please
explain why it is useful and important to program computers to do the same task.
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