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Welcome
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COMP 388-002/488-002 Computer Science Topics 
Biometrics 
 
Daniel Moreira 
Contact: dmoreira1@luc.edu and Teams 
Office: Doyle Center 310 
 
Course Hours 
Lectures: MON and WED, 4:15 to 5:30 PM, Information Commons 112 
Office Hours: TUE evenings and FRI mornings 
Doyle Center 310 or Zoom, by appointment (https://tinyurl.com/yv76kjpb) 
 
Communication 
Sakai: https://sakai.luc.edu/x/wYe0XI 
Webpage: https://danielmoreira.github.io/teaching/biometrics-aut25/



Today we will…
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Get to know what is ahead of you 
in the course.



About me
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Computer Scientist 
PhD from the University of Campinas (Brazil) 
Theme: Sensitive-Video Analysis 
 
Loyola University Chicago 
Assistant Professor 
Joined on August 15, 2022 
 
Research 
Media Forensics, Biometrics, Machine Learning, Computer Vision 
Webpage: https://danielmoreira.github.io 
(see following slides)



Media Forensics
https://danielmoreira.github.io/project/medifor/



The Problem
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https://thisrentaldoesnotexist.com/

https://www.youtube.com/
watch?v=p7-B8S734T4



The Notorious B.I.G. 
NY scene rapper

Kurt Cobain 
Grunge scene musician

HANGING OUT?





Tupac Shakur 
LA scene rapper





Provenance 
Graph











Jesse Springer 
(@SpringerToons)

Scientific Integrity
https://danielmoreira.github.io/project/sciint/



The Problem
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The Problem
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The Problem
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Provenance Analysis
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10.1371/journal.pone.0190562

Our findingsGround truth 
(according to retraction notice)



Provenance Analysis
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10.1371/journal.pone.0190562

Ground truth 
(according to retraction notice)

Our findings 
(in accordance with retraction notice)



Provenance Analysis
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10.1371/journal.pone.0190562

Our findings 
(not reported in the retraction notice)



https://tinyurl.com/4ukfbka7

Paper Mills
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These are organized crime rings 

that are committing large-scale fraud.

AT LEAST TENS OF MILLIONS of dollars 

flow to the paper mill industry each year.

https://tinyurl.com/3xtmedrb



Paper Mills
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https://tinyurl.com/4m3t9umb

The authors pay to publish the articles, 

the company shares the profits with journals 

that publish the paper.



Paper Mills
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I’m gonna make them an offer they can’t refuse.



Paper Mills
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I hope you can help them when they have papers 

that need to be published in the journal where 

you are the editor in chief.

https://tinyurl.com/52cajs3e



Problems with Images?

Paper Mills
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https://tinyurl.com/2p8ecptc https://tinyurl.com/4znhmpa6



Problems with Images?

Paper Mills
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Unveiling scientific articles from 
paper mills with provenance analysis 
Cardenuto, Moreira, and Rocha, 2024

https://tinyurl.com/2fx3p6tj



Problems with Images?

Paper Mills

32

Unveiling scientific articles from 
paper mills with provenance analysis 
Cardenuto, Moreira, and Rocha, 2024

https://tinyurl.com/2fx3p6tj



We can use AI…



AI-generated Content
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DALL-E 3



AI-generated Western blots!

AI-generated Content
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DALLE-3



AI-generated Western blots!

AI-generated Content
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Stable Diffusion



What can we do about it?

AI-generated Content
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Synthetic Image Attribution
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Mandelli et al. 
Forensic Analysis of Synthetically Generated Western Blots 
IEEE Access



IEEE WIFS 2024
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Explainable Artifacts for 
Synthetic Western Blot 
Source Attribution 
 
Cardenuto, Mandelli, Moreira, 
Bestagini, Delp, and Rocha 
(Unicamp, Polimi, Purdue, and LUC) 
 
https://tinyurl.com/4fwa7syb



Explainable Artifacts
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Questioned 
Image

Residual 
Noise Classification

Patch-based 
Frequency 
Analysis

Texture 
Analysis



41



Source Attribution 

Experiments and Results
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Tool Supporting the Human Examination 
of Post-Mortem Iris Images
https://danielmoreira.github.io/project/tshepii/



Interpretable Iris Recognition

The Problem
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How to convince people 
who do not possess image 
processing expertise?



45

Tool Supporting the Human Examination 
of Post-Mortem Iris Images
https://danielmoreira.github.io/project/tshepii/



How about you?
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Background 
9 graduate and 15 undergraduate students 
 
What is your major? 

forms.gle/ 
wMNBSY2NwV5LHSbo9



How about you?
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Expectations 
Given your (future) career, what are your 
course expectations?

forms.gle/ 
wMNBSY2NwV5LHSbo9



How about you?
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Accommodation Needs 
Please reach out to me in private ASAP. 
We’ll make things work.



Today’s Attendance
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Please fill out the form 
 
forms.gle/wMNBSY2NwV5LHSbo9




About the topic
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Biometrics 
What comes to your mind?

forms.gle/ 
wMNBSY2NwV5LHSbo9



What is Biometrics?
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8.2 billion people 
Who is this person? (Identification) 
Is this person Jane Doe? (Verification) 



What is Biometrics?
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8.2 billion people 
Who is this person? (Identification) 
Is this person Jane Doe? (Verification) 



What is Biometrics?
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8.2 billion people 
Who is this person? (Identification) 
Is this person Jane Doe? (Verification) 
 
Biometrics aims at identifying or 
verifying the claimed identity of an 
individual based on their physical, 
chemical, or behavioral traits. 



What is Biometrics?
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In this course, we aim at 
computer-aided Biometrics. 
 
We’ll focus on software solutions 
rather than hardware. 
 
But we’ll get to use some 
devices, I promise.



What is Biometrics?

55

Identity verification through:

physical chemical

behavioral

A unique trait 
of yours.

Not something 
you have.

Not something 
you know.



Why use Biometrics?

56

https://www.biometricupdate.com/202001/consumers-prefer-
biometric-authentication-to-traditional-passwords-visa-says



Course Overview
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Content 

Core Traits (3) 
Concepts 
Baseline implementation 
Data collection 
Evaluation 
Attacks 
Assignments

Basics 
Concepts 
Metrics 
Metric 
implementation

+
Alternative Traits and 
Fusion 
Concepts

Invited Talks (2) 
State of the art 
Future work



Course Overview
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Structure (tentative) 
23 lectures 
4 in-class coding days with data collection 
2 invited talks 
 
Workload 
4 assignments 
2 exams (midterm and final) 
1 project with written report and presentation



Course Overview
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Grading

Course Overview
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A [96, 100) B+ [88, 92) C+ [76, 80) D+ [64, 68)
A- [92, 96) B [84, 88) C [72, 76) D [60, 64)

B- [80, 84) C- [68, 72) F (0, 60)

Undergraduate Graduate
Assignments (4) 40% 25%

Exams (2) 50% 40%
Project 10% (extra) 25%

Participation 10% 10%

On the News 1% (extra) 1% (extra)



Grading

Course Overview
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A [96, 100) B+ [88, 92) C+ [76, 80) D+ [64, 68)
A- [92, 96) B [84, 88) C [72, 76) D [60, 64)

B- [80, 84) C- [68, 72) F (0, 60)

Undergraduate Graduate
Assignments (4) 40% 25%

Exams (2) 50% 40%
Project 10% (extra) 25%

Participation 10% 10%

On the News 1% (extra) 1% (extra)



Course Overview
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Assignments 
Individual take-home activities 
Submission through Sakai 
 
Late policy: -10% of the maximum 
possible grade for each day of delay.

Assignment 1 Assignment 2 Assignment 3 Assignment 4

Metric 
Collection

Fingerprint 
Recognition

Face 
Recognition

Iris 
Recognition



Grading

Course Overview
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A [96, 100) B+ [88, 92) C+ [76, 80) D+ [64, 68)
A- [92, 96) B [84, 88) C [72, 76) D [60, 64)

B- [80, 84) C- [68, 72) F (0, 60)

Undergraduate Graduate
Assignments (4) 40% 25%

Exams (2) 50% 40%
Project 10% (extra) 25%

Participation 10% 10%

On the News 1% (extra) 1% (extra)



Course Overview
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Exams 
 
10/08: in-class written midterm 
12/08: in-class written final 
 
One-page cheat sheet is allowed.



Course Overview
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Exams 
 
Style example.



Grading

Course Overview
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A [96, 100) B+ [88, 92) C+ [76, 80) D+ [64, 68)
A- [92, 96) B [84, 88) C [72, 76) D [60, 64)

B- [80, 84) C- [68, 72) F (0, 60)

Undergraduate Graduate
Assignments (4) 40% 25%

Exams (2) 50% 40%
Project 10% (extra) 25%

Participation 10% 10%

On the News 1% (extra) 1% (extra)



Course Overview
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Project 
Work alone or in groups. 
Provide a written report and 
perform a presentation. 
 
Optional for undergraduate students 
(it will grant extra points).



Course Overview
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Project 
 
Possible Topics 
Presentation attack 
(performance, detection, and mitigation) 
of fingerprint, face, or iris recognition.


Implementation of recognition of traits 
other than fingerprints, face, and iris.



Course Overview
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Project 
 
Possible Topics (continued) 
Implementation of a complete 
class attendance system. 
 
Presentation and 
implementation of state-of-the-art scientific publications. 
 
Discussion about the ethical aspects of Biometrics and surveillance.
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Jain, Ross, and Nadakumar 
Introduction to Biometrics 
Springer Books, 2011

https://twitter.com/haleshannon/
status/1441134345675153408



Grading

Course Overview
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A [96, 100) B+ [88, 92) C+ [76, 80) D+ [64, 68)
A- [92, 96) B [84, 88) C [72, 76) D [60, 64)

B- [80, 84) C- [68, 72) F (0, 60)

Undergraduate Graduate
Assignments (4) 40% 25%

Exams (2) 50% 40%
Project 10% (extra) 25%

Participation 10% 10%

On the News 1% (extra) 1% (extra)



Course Overview
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Participation 
 
Class Attendance 
Every presence counts. 
It is possible to get extra points 
based on interest and proactivity.



Course Overview
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Participation 
 
Today-I-missed Statements 
Submit on Sakai after every class. 
Answer one of


What is your biggest question after class? 
or 

What was the most interesting point you learned today?



Course Overview
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Participation 
 
Grace Cards 
Life happens, each student has 3 cards. 
 
Cards can be used to excuse absences 
or late-delivered work (up to 9 days of delay).



Grading

Course Overview
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A [96, 100) B+ [88, 92) C+ [76, 80) D+ [64, 68)
A- [92, 96) B [84, 88) C [72, 76) D [60, 64)

B- [80, 84) C- [68, 72) F (0, 60)

Undergraduate Graduate
Assignments (4) 40% 25%

Exams (2) 50% 40%
Project 10% (extra) 25%

Participation 10% 10%

On the News 1% (extra) 1% (extra)



Course Overview
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Biometrics on the News 
 
Share with us news you find 
related to Biometrics. 
 
Get extra points for doing that.



Grading 

Code of Honor 
Please refer to https://tinyurl.com/25nvdbr8. 
Break it and get an F.

Course Overview
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Undergraduate Graduate
Assignments (4) 40% 25%

Exams (2) 50% 40%
Project 10% (extra) 25%

Participation 10% 10%

On the News 1% (extra) 1% (extra)



Course Overview
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Bibliography 
 
 
Jain, Ross, Nandakumar, and Swearingen 
Introduction to Biometrics, 2nd Edition 
Springer Books, 2025 



Course Overview
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Pre-requisites 
 
Essential 
Programming, basic prob & stats, 
and data structures 
 
Desired 
Python, Numpy, Matplotlib, and OpenCV 
 
Not sure? 
Please talk to me in private.



Course Overview
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Data Collection 
 
We’ll collect only our own biometric data 
(instructor’s and students’). 
Our data will only be used for the purpose of 
the course. 
Our data will not be shared with anybody 
outside the course. 
Our data will be deleted after the course. 
 
During assignments, folks in need of other publicly available biometric databases 
are welcome to contact me, so we can take care of privacy and copyright issues. 



Why Python? 
High-level enough 
General-purpose enough 
Good code readability

Course Overview
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High productivity in data processing 
(easy to manipulate strings, lists, and dictionaries). 
 
Large supporting community. 
Good libraries supporting scientific computing 
(e.g., Numpy, ScyPy, Matplotlib).



Why Python? 
Increasing 
popularity

Course Overview
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Course Overview
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Jupyter Notebooks 
Interactive computing 
 
Adoption of the notebook interface: 
Multiple cells for (1) explanation, 
(2) coding, and (3) output of results. 



Jupyter Notebooks 
 

Course Overview
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explanation

coding

output



Jupyter Notebooks 
 

Course Overview
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coding

output

explanation

coding

output

explanation



Course Overview
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Google Colab 
https://colab.research.google.com/ 
 
You’ll need a Google account. 
 
Select “New Notebook” on the 
bottom right of the form. 
 
Do your first “Hello World!”



Course Overview
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Local Installation? 
Please come to office hours 
(tinyurl.com/yv76kjpb). 
 
Local installation of Python 
and Jupyter. 
 
Any operating system. 
Use your CPU.



Relax 
Any issues? Please come and talk to me. 
 
Sakai is up! 
Please visit it as soon as possible. 
Important announcements will be made there. 
 
Start filling out your Today-I-missed Statement 
Please visit sakai.luc.edu/x/BCJs8K.

Your Next Tasks
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