Based on your understanding of biometric systems, what could the “Score” values displayed in
debug mode represent? How would you systematically investigate and determine whether these values
correspond to similarities or distances? Provide a detailed plan for your approach. Assume the
biometric software is fully functional, allowing you to freely enroll, identify, and verify individuals in both
regular and debug modes.

[Question 2] (1 point)

What risks arise from deploying that fingerprint recognition system in production while it remains in
debug mode? If an attacker were to exploit this configuration, in what ways could they compromise or
manipulate the system? Provide a detailed explanation.




[Question 3] (1 point)

Given the system’s “Score” values (representing either similarities or distances), how would you
evaluate the overall performance of such a biometric solution? Specify the metrics you would report

and the types of graphs you would generate to illustrate the results.

__etlckeat Grae) ond ﬂNMK ooy Nadped r\k:wkald.x @\"Mﬂlh AOC Mg
MMMM_M_M#M aNwy bk o k.‘.?JJq 'Di}a.w
Ol\a ‘Nc- 0’& m@ ‘;}Q Cﬂ%@ _%i,a Eﬂ, CEA -LRLLQR#-? b._u QP@ ag Q__’.N;v&l‘

.g_dma_hAgZ'%_i_bL#t‘ cb"Hqu\L\c&u bilGran uq:”nwii

an w\(’&t\u aﬁ{-@.

[Question 4] (1 point)

N

©

The hospital chain's managers have decided to acquire the fingerprint recognition solution. The
discussion now involves (1) the need for presenting an identification card, along with the fingerprints, or
(2) simply presenting the fingerprints and letting the system find who the person is. Which approach
represents biometric verification and which represents biometric identification? Discuss the

advantages and disadvantages of each method.
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[Question 5] (1 point)

The hospital chain's managers have finally decided to adopt a biometric verification approach. They will
acquire a version of the system that utilizes a single-finger USB optical sensor with a resolution of 1200
ppi, along with an identification card reader. The complete specifications state that the provided
software supports level-1, level-2, and even level-3 features. Explain what each of these feature
levels represents. In the context of biometric verification, which feature level is the least useful, and
why? Please justify your answer.
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[Question 6] (1 point)

After adopting a biometric verification operation, one hospital director proposed extending its use to
screenings by creating a blocklist of fingerprints belonging to drug addicts and checking against it each
time a fingerprint is presented. What potential problems or ethical concerns could arise from this
idea? Please justify your answer.
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[Question 7] (1 point)
Setting aside the ethical concerns, are biometric screenings more closely aligned with biometric
verification or biometric identification? Please explain your answer.

[Question 8] (1 point)
To adapt the fingerprint recognition system for screenings, your team’s lead software engineer

suggested wrapping up the fingerprint matching routine in a loop and comparing an eventually
presented fingerprint with every fingerprint template belonging to the blocklist. A drug addict’s identity
should be taken as the one whose template presents the highest level-2 similarity score with the
presented fingerprint. What is the major flaw in this approach, and how would you correct it?




[Question 9] (1 point)

An actual case of a scientific paper submitted to a conference. While proposing a novel solution for

fingerprint recognition, two authors designed an experimental setup in which they collected multiple

fingerprint slaps from all the fingers of a large set of different people. To generate genuine and impostor
pairs, they adopted the following approach: impostor pairs were generated by pairing individual finger

slaps from different people, while genuine pairs were generated by pairing individual finger slaps from

the same person, to the same hand. With this configuration, they provided a ROC curve of their

solution over the collected dataset. Why was their paper a straightforward reject? Please explain
your answer.
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[Question 10] (1 point)

Do the two fingerprints below depict the same individual? Please justify your answer by marking,
linking, and type-naming five or more minutiae between them. After you’ve done this process manually,

please explain why it is useful and important to program computers to do the same task.
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